Abstract : Cache based live migration method utilizes a cache, which is accessible to both side (remote and local), to reduce the virtual machine migration time, by transferring only irredundant data. However, address space layout randomization (ASLR) is proved to reduce the memory duplicate ratio between targeted migration memory and the migration cache. In this pager, we analyzed the behavior of ASLR to find out how it changes the physical memory contents of virtual machines. We found that among six virtual memory regions, only the modification to stack influences the page-level memory duplicate ratio. Experiments showed that: (1) the ASLR does not shift the heap region in sub-page level; (2) the stack reduces the duplicate page size among VMs which performed input replay around 40MB, when ASLR was enabled; (3) the size of memory pages, which can be reconstructed from the fresh booted up state, also reduces by about 60MB by ASLR. With those observations, when applying cache-based migration method, we can omit the stack region. While for other five regions, even a coarse page-level redundancy data detecting method can figure out most of the duplicate memory contents.
Ⅰ. INTRODUCTION
Reducing the time of desktop virtual machine (VM) migration is very important in many scenarios, especially in cloud-service industry. In the case of desktop as a service (DaaS), desktop VM should be migrated efficiently to a data center near the customer or directly to the desktop the customer currently using, to improve the user experience ( Fig.1 ) [1] . Besides, we also can perform server maintenance, load balancing, recovery and energy saving operations without service disruption [2, 3] . Ample research has tried to reduce the total migration time, because the contents of memory pages would become dirty when the migration process takes long time, and transferring those dirty pages would consume extra network and computing resources.
Fig. 1 Desktop as a service environment
One of the efficient migration methods is reducing the VM migration time by utilizing a pre-defined migrating cache or freshly booted up memory state [4, 5] . 
Ⅲ. EFFECT OF ASLR TO MEMORY SPACE

Modifications to Heap
Heap defines the virtual memory region which can be dynamically allocated or freed by a process using system calls. Because heap randomization had been adopted from later version of ASLR, in current version of Linux kernel, the heap randomization process can be controlled independently, unlike the space randomization processes in other memory regions. When ASLR is enabled, the kernel code executes an additional randomization function randomize_range(), with the original brk_start as the first parameter and brk_start + 0x2000000 as the second parameter. As a result, this function shifts the heap start point to a random space within 32MB virtual memory region with period of 4KB. Our monitor process showed that except this difference, the later malloc() functions perform as the same as ASLR disabled case.
Modifications to Mmap
Mmap region is used to map device files or shared libraries to virtual memory space of a process. In the virtual memory space layout, 
Modifications to Stack
The stack is the most sensitive region of When ASLR turned off, the heap start address points to the end of BSS, the stack top starts from end of kernel space (0xC0000000), and mmap just followed by stack. All start points of the three memory regions are aligned by a page size ( Fig. 2-a) .
Otherwise, in ASLR enabled case, all start points of mmap, heap and stack can be changed. For mmap and heap the start points are aligned by a page size, but for stack, it additionally shifted by a randomized sub-page level size (Fig. 2-b ).
Ⅳ. EVALUATION
Environment
Our host machine has 12 Intel Xeon We detected a slight difference between enable ASLR with heap randomization and without randomization case (Table 1) . This means that the heap randomization does not influence the number of duplicate pages among VMs memory. However, the duplicate data ratio increases significantly when we disabled the ASLR. Based on the observation in section 2, we conclude that most of different pages among those 60 MB different pages are stacks.
Effect on Long-lived Memory
The previous experiment proved that the heap randomization does not influence the page-level duplicate ratio among VMs, so in this experiment we only consider the ASLR with heap randomization as well as ASLR disabled cases. For each set, after freshly booted up, we performed input replay to each VM, and calculated the page-level duplicate data among each set (the average value of three times). (Fig. 4) .
V. CONCLUSION
We analyzed the behavior of ASLR, which 
